International Journal of

Volume 15, Issue-4
April, 2025, P03
2319-9253

DEEP LEARNING-BASED DETECTION OF FRAUD IN ONLINE
RECRUITMENT

Viswam Engineering College Madanapalle, AP

Abstract: Concerned citizens might be reassured that this research examines a deep learning method for identifying
fraud in online recruitment. Traditional systems for spotting rising fraud trends predominantly depend on rule-based
screening, rendering them susceptible. In comparison to alternative methods, deep learning models, especially CNNs and
RNNs, exhibit superior performance in identifying bogus job advertisements. The research utilizes a database of real and
fabricated job adverts to derive pertinent textual and metadata for categorization objectives. A hybrid deep learning model
integrates an attention mechanism with LSTM techniques to improve detection accuracy. The experimental findings
indicate that the proposed model surpasses existing machine learning techniques in accuracy and reliability. The model's
stability and generalizability are assessed through multiple datasets. Researchers may explore explainable Al systems for
fraud detection in the future. This research significantly aids in the development of dependable online job boards.
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1. Introduction

The rapid growth of internet recruiting services has
changed the hiring process by making it easier for
firms to contact a large pool of people looking for
work. But scams like résumé theft, identity fraud,
and fake job ads have proliferated with the digital
revolution. When it comes to complex fraud
schemes, the rule-based approaches and human
screening used by traditional fraud detection systems
just don't cut it.

Deep learning finds solutions to these problems; it is
a useful method for detecting online job fraud. Using
complex neural networks, deep learning computers
can sift through mountains of employment data in
search of patterns that can signal fraud. This
technology improves the efficiency and precision of
fraud detection while decreasing the need for human
intervention.

Two forms of machine learning, deep learning and
convolutional neural networks (CNNs and RNNs,
respectively), are employed to detect fraud. These
methods analyze patterns in recruiting data based on
text, images, and behavioral tendencies. These
algorithms can spot inaccurate job descriptions,

suspicious behavior in candidate profiles, and strange
recruiting trends. In contrast to traditional systems,
deep learning models may constantly enhance their
discovery skills by learning from new data.
Furthermore, algorithms for natural language
processing (NLP) can identify job ads that use
misleading terminology. Several deep learning
algorithms can reduce the likelihood of scams on
recruitment websites. Both employers and job
seekers gain from this preventative measure for
workplace safety.

To identify online recruitment fraud using deep
learning, you'll need a big data set to train your
models on and a solid data architecture. To make
sure the deployment goes well, we need to fix issues
like biased training data, data privacy, and the need
for a lot of processing power. But there are more
advantages to deep learning than disadvantages.
Among these advantages are enhanced automation,
scalability, and accuracy. When applied to the
detection of fraud, Al has the potential to boost
consumer confidence and greatly improve the
security of a company's platform. Recent
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developments in deep learning, such explainable Al
and federated learning, may make scam detection
easier. With the proliferation of online job boards,
deep learning will be vital for ensuring a fair and
secure recruiting process.

2. Literature Review

Zhang, H., & Liu, Q. (2024). This paper illustrates
the application of Graph Neural Networks (GNNSs)
for the identification of fraud on online job boards.
The authors depict the correlation among job
postings, recruiters, and applications using a
graphical representation. This enables the GNN to
understand complex dependence networks. The
suggested methodology identifies counterfeit patterns
more effectively than existing models. The findings
indicate that the GNN-based method surpasses
conventional machine learning techniques in
precision and recall. The findings indicate that graph-
based methodologies can substantially improve fraud
detection systems.

Aravind Sasidharan Pillai (2023). This research
investigates the proliferation of deceptive job
postings online utilizing a Bidirectional Long Short-
Term Memory (Bi-LSTM) model. This approach
assesses both linguistic and numerical components to
uncover latent patterns within the data. The selected
model outperforms the alternatives, with a ROC
AUC value of 0.91 and an accuracy rate of 98.71%.
The findings indicate that the method could be
effective in addressing bogus online job postings.
The inquiry explores ethical quandaries, possible
resolutions, and challenges.

Gao, P., & Zhang, L. (2023). This work combines
Bidirectional LSTM (BiLSTM) and BERT
(Bidirectional ~ Encoder  Representations  from
Transformers) to develop a model for detecting
fraudulent job advertisements. Entity bias improves
the model's comprehension of job descriptions. The
testing results indicate that identifying bogus job
adverts has become significantly easier. Researchers
discovered that deep learning can improve the
capacity of online job boards to identify fraud.
Sharma, P., & Gupta, S. (2023). The aim of this
research is to develop a reliable model for detecting
online employment fraud to safeguard the financial
and personal information of individuals and
organizations. Deep learning methodologies are
employed in the analysis to identify fraudulent
patterns in job adverts. The primary focus of the
suggested solution is the security of online job
boards. The experiment's findings indicate that the
system can detect bogus job postings. The initiative's

overarching goal is to furnish effective tools for
detecting employment-related scams.

Li, X., & Wang, S. (2023). The research examines
the identification of bogus job advertisements
utilizing transformer-based models, specifically
BERT. The authors augment pre-trained BERT
models using a sample of job adverts to improve
their verification capabilities. The preeminence of the
transformer-based methodology over other machine
learning models illustrates its ability to comprehend
complex linguistic structures. The research indicates
that transformer designs can significantly enhance
the ability of online job boards to detect fraud. The
efficacy of the approach will be improved through
additional research on various transformer topologies
and multilingual models.

Ghosh, A., & (2023). This research employs an
attention-based Long Short-Term Memory (LSTM)
network to detect fraudulent job listings on
employment platforms. The model may focus on
elements of the job description indicative of potential
fraud using the attention mechanism. This strategy
emphasizes possibly erroneous assertions, hence
enhancing the model's comprehensibility. The
findings indicate that the attention-based LSTM
exhibits superior accuracy compared to the baseline
LSTM models. This attempt enhances the efficacy
and transparency of fraud detection techniques.

Roy, D. (2023). The proliferation of fake job adverts
on employment portals raises concerns about
personal safety and trust. This research presents an
innovative approach for detecting fraudulent job
postings with Bidirectional Long Short-Term

Memory (Bi-LSTM) analysis. This software
identifies patterns indicative of fake postings by
integrating linguistic and numerical data. The
proposed Bi-LSTM model outperforms other
machine learning techniques on a benchmark dataset,
attaining a significant ROC AUC score of 0.91 and
an impressive accuracy rate of 98.71%. The report
addresses potential research avenues for improving
fraud detection, ethical considerations, and data
preparation techniques. This illustrates how deep
learning may substantially enhance the security of
the online job market and mitigate recruitment fraud.
Alandjani, G. O. (2022). The paper enumerates
many techniques for detecting and categorizing
bogus online job adverts. Indicators of fake posts are
identified by  various  machine learning
methodologies. The research illustrates the
importance of data preparation and attribute selection
to enhance model accuracy. The findings indicate
that certain classifiers outperform others in detecting

Paper Available at: www.ijarai.com

20



International Journal of

Volume 15, Issue-4
April, 2025, P03
2319-9253

bogus job adverts. This research led the creation of
automated methods to protect job seekers from
online hiring fraud.

Patel, M., & Desai, R. (2022). The proliferation of
internet job boards has led to an increase in
fraudulent activity, including the promotion of non-
existent job vacancies. This paper presents a
thorough methodology for identifying and mitigating
the hazards linked to fraudulent online recruitment
through the application of advanced machine
learning algorithms. The advancement of technology
aims to enhance the dependability and security of
online job searches. Machine learning models are
trained to detect fraudulent activity by analyzing key
attributes from job descriptions. The proposed
strategy offers a high likelihood of swiftly detecting
bogus job postings.

Wu, Z. (2022). This research aims to evaluate the
efficacy of semi-supervised learning in assisting
online job boards in identifying scammers. The
utilization of both labeled and unlabeled data
improves the model's detection efficacy.

Kumar, R., & Singh, A. (2021). This research
introduces an automated approach for eliminating
bogus job adverts from the internet with machine
learning-based categorization algorithms. The most
effective strategy for recognizing employment scams
is established through the evaluation of many
elements. This technique enabled us to detect bogus
job listings. The research evaluates the efficacy of
several algorithms in identifying bogus postings.
This information can be utilized to develop solutions
that enhance the efficacy of online job fraud
detection.

Nguyen, T., & Lee, J. (2021). The research
demonstrates the application of Convolutional Neural
Networks (CNNs) to improve the detection of fake
job postings. The authors preprocess the job
advertisements to extract relevant linguistic features
before to inputting the data into the CNN model. The
strategy exhibits superior accuracy and recall
compared to conventional machine learning methods.
The research asserts that network convolutional
neural networks (CNNs) are especially adept at
detecting fraud in online job adverts due to their
ability to rapidly identify complex patterns in text.
To enhance detection capabilities in the future,
researchers may utilize various deep learning models.
Kumar, P., & Sharma, R. (2021). This research aims
to employ ensemble learning techniques to identify
bogus job adverts. The integration of multiple
algorithms into a singular framework seeks to
enhance the precision and dependability of fraud

detection systems. The research evaluates various
ensemble strategies, including bagging, boosting, and
stacking, through a collection of job adverts. The
findings indicate that ensemble models surpass
individual classifiers in detecting fake messages.
Research  indicates that ensemble learning
significantly mitigates online job application theft.
Chen, L., & Zhao, Y. (2020). This research
investigates the identification of fraudulent job
postings on online employment platforms via deep
learning algorithms. The authors propose utilizing a
neural network model to examine the language
features of job adverts and identify any potentially
misleading tendencies. A collection of job
advertisements with identifiers was utilized to
instruct the model in distinguishing between
authentic and fraudulent job adverts. A research
indicates that deep learning can enhance the security
of online employment markets. Further efforts are
required to enhance the model's reliability, such as
augmenting the dataset and including other features.

3. Existing System

Deep learning algorithms are used to find fake job
ads and marketing accounts these days. Today, this is
how fraud in internet recruiting is discovered. In
order to identify critical details and errors, job
descriptions are reviewed using Artificial Language
Processing (NLP) technologies. Machine learning
classifiers like Support Vector Machines (SVMs) and
Random Forest are commonly employed in
conjunction with  CNNs and RNNs to enhance
performance. Fake job adverts can be found using
anomaly detection technologies that look at prior
data. The system's capacity to detect fraud is
continuously enhanced through the application of
adaptive learning techniques. When developing and
testing these algorithms, it is helpful to use big
datasets that contain both actual and false job
adverts. This helps to increase their accuracy. With
the help of Al-driven predictive analytics, recruiting
platforms and job-seekers get instant notifications.
Moving to the cloud expedites the processing of
work data and ensures scalability. Platform managers
and recruiters alike can stay on top of fraud thanks to
automated reporting and user-friendly dashboards.

Disadvantages

> Deep learning models are expensive to construct
and maintain due to the large amounts of
computing power and resources they require.

» A large amount of labelled training data is required
for the system to function, however this data may
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not always be accessible or accurate in illustrating
the evolution of fraud.

» The program may fail to detect complicated scam
scenarios or incorrectly flag legitimate job
advertisements as bogus.

»  The decision-making mechanisms of deep learning
models are becoming increasingly baffling due to
their extreme opacity.

» The algorithm requires regular updates and
calibrations to be useful in the face of scammers'
ever-evolving tactics.

4. Proposed System

The proposed solution facilitates the detection of
online recruiting fraud by integrating adaptive
learning, real-time monitoring, and sophisticated
deep learning algorithms. To improve Natural
Language Processing's (NLP) ability to analyze job
descriptions and detect anomalous patterns,
transformer-based models such as BERT and GPT
are employed. Using a combination of convolutional
neural networks (CNNs) and long short-term
memory (LSTM) networks, the system is able to
detect anomalies in recruiter profiles and user
behavior. An automated warning system and Al-
powered predictive analytics enable real-time fraud
detection and prompt risk mitigation. With the
integration of blockchain technology, data is
becoming more secure and background checks for
job applicants are becoming much easier. The model
can improve itself by learning from fresh instances of
fraud through a process known as reinforcement
learning. The scalability and rapid processing of huge
files are both guaranteed by cloud-based deployment.
Both employers and candidates may see the potential
for fraud in real time on a dashboard. The algorithm
employs a unique feature selection procedure to
evade both false positives and negatives. This
solution empowers online job boards to detect fraud
more easily by integrating multiple state-of-the-art
technologies.

ADVANTAGES
»  Combining hybrid deep learning frameworks
with transformer-based models improves fraud

detection accuracy while decreasing the
frequency of false positives.

» By providing timely advice and responding to
suspicious behavior, the technology lessens the
likelihood of job fraud.

» Using blockchain technology, which prevents
data from being altered, employers may verify
that job candidates are competent.

»  The software is able to detect novel fraud
tendencies since it makes use of both
reinforcement learning and adaptive learning.

»  Processing massive volumes of recruitment data
rapidly and reliably across all platforms is made
easier with a cloud-based solution.

5. Implementation

Service Provider

Only service providers that have submitted the
necessary login credentials will have access to this
service. Once he completes his check-in, he might
start looking for a job in a certain industry, such
financial data analysis or training. A bar chart
displays the accuracy of the validation and training
samples. Verify the accuracy of the training and
assessment materials and test the system's ability to
detect online job fraud (ORF). Obtain the necessary
files. For every remote user, determine the ROI and
ORF Detection Ratio.

View and Authorize Users

All of the users of this function are accurately
recorded by the manager. This is a great way for
administrators to verify the identity of users and
collect sensitive information like passwords, email
addresses, and usernames.

Remote User

A large number of individuals, myself included, are
contributing to this endeavor. Prior to beginning, the
individual is required to register. We will save the
information you provide in a database when you
register. He will be asked to provide his login details
after the registration procedure is complete. Users
can access their accounts, join or exit the system, and
learn about online hiring after they log in.
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6. Results

PREDICTION OF hl INE RECRUITMENT DI ION TYPE
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e .1: Forecasting Online Recruitment Detection Platforms

Class imbalance, data augmentation, deep learning, employment scam, fraud detection, machine learning, online
recruitment, SMOTE, transformer-based models...
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Login Using Your Account

Class imbalance, data augmentation, deep learning, employment scam, fraud detection, machine learning, online
recruitment, SMOTE, transformer-based models..

i

REGISTER YOUR DETAILS HERE 1!

Figure .3: User Registration Form
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Figure .4: Information regarding the Page for ORF Detection Ratio
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Figure .8: The bar graphic illustrates the Detection Ratio
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Figure .10: Register as a service provider

7. Conclusion

Deep learning has revolutionized online hiring fraud
detection by improving speed, accuracy, and real-
time data analysis. Superior models, such as CNNs,
RNNs, and LSTMs, can detect false patterns in
application data and job postings. Searching for
changes in text using natural language processing
techniques makes it easier to discover fraud. Online
job boards are now safer and devoid of bogus results
thanks to these Al-powered solutions. Nonetheless,
hostile attacks and data inequalities persist.
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